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PREFACE 

1 MAS first issued the Guidelines on Outsourcing in 2004 1 (“Guidelines”) to 

promote sound risk management practices for the outsourcing arrangements of 

financial institutions (“institutions”). To enhance MAS’ regulatory framework, in 

addition to updating the Guidelines, MAS proposes to issue a Notice that defines a 

set of minimum standards for outsourcing management. The Notice sets out 

requirements for the assessment of service providers, access to information, conduct 

of audits on a service provider, protection of customer data, and termination of and 

exiting from an outsourcing arrangement.  The expectation is for an institution to 

manage outsourcing arrangements as if the services continue to be conducted by 

the institution.  

 

2 MAS invites interested parties to submit their views and comments on the 

proposed draft Notice. Electronic submission is encouraged. Please email your 

comments to outsourcing@mas.gov.sg by 7 October 2014. Alternatively, you may 

wish to submit your comments by post to: 

 

Outsourcing Workgroup 

(Attention: Banking Department II) 

Monetary Authority of Singapore 

10 Shenton Way, MAS Building 

Singapore 079117 

 

3 Please note that any submissions received may be made public unless 

confidentiality is specifically requested for the whole or part of the submission. 

 

 

 

                                                
1
 The Guidelines on Outsourcing was subsequently updated on 1 July 2005. 

mailto:outsourcing@mas.gov.sg
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DRAFT NOTICE ON OUTSOURCING  

MAS XXX 

NOTICE TO FINANCIAL INSTITUTIONS 

XXX ACT  

(The Notice will be issued under the relevant provision(s) of the respective Act 
applicable to each institution, e.g. for banks, the Notice will be issued pursuant to 
section 55 and paragraph 3 of Part II of the Third Schedule of the Banking Act (Cap. 
19).)  

MANAGEMENT OF OUTSOURCING ARRANGEMENTS

 

1. INTRODUCTION 

1.1  This Notice is issued pursuant to section XXX of the XX Act.  

 
2.      DEFINITIONS 

2.1 For the purpose of this Notice – 

“customer” means –  

(a) in relation to any trustee for a collective investment scheme authorised 

under section 286 of the Securities and Futures Act (Cap. 289), that is 

approved under that Act, the managers of and participants of the collective 

investment scheme;  

(b) in relation to an approved exchange, recognised market operator 

incorporated in Singapore, approved clearing house, recognised clearing 

house incorporated in Singapore, and licensed trade repository under the 

Securities and Futures Act, a person who may participate in one or more 

of the services provided by such entities; or 

(c) in relation to a licensed trust company under the Trust Companies Act 

(Cap. 336), a trust for which the trust company provides trust business 

services and includes the settlor and any beneficiary under the trust; 
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“customer information” means – 

(a) in relation to a licensed trust company, “protected information” as defined 

in section 49 of the Trust Companies Act;  

(b) in relation to an approved exchange, recognised market operator 

incorporated in Singapore, approved clearing house and recognised 

clearing house incorporated in Singapore, “user information” as defined in 

section 2 of the Securities and Futures Act; 

(c) in relation to a licensed trade repository, “user information” and 

“transaction information” as defined in section 2 of the Securities and 

Futures Act; or 

(d) in the case of any other institution, information held by the institution that 

relates to its customers and these include customers’ accounts, 

particulars, transaction details and dealings with the financial institutions;  

  

“institution” means any financial institution as defined in section 27A of the 

Monetary Authority of Singapore Act (Cap. 186) but does not include any 

financial institution listed in Annex 1; 

 

“material outsourcing arrangement” means an outsourcing arrangement:-  

(a) which, in the event of a service failure or security breach, has the potential 
to either:  

(i) materially impact an institution’s business operations, reputation 
or profitability; or 

(ii) adversely affect an institution’s ability to manage risk and 
comply with applicable laws and regulations, 

 or 

(b) which involves customer information and, in the event of any unauthorised 
access or disclosure, loss or theft of customer information, may materially 
impact an institution’s customers; 

 

“outsourcing agreement” means a written agreement setting out the 

contractual terms and conditions governing relationships, functions, 

obligations, responsibilities, rights and expectations of the contracting parties 

in an outsourcing arrangement;  
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“outsourcing arrangement” means an arrangement in which a service provider 
provides the institution with a service that may currently or potentially be 
performed by the institution itself and which includes the following 
characteristics:   

(a) the institution is dependent on the service on an ongoing basis but such 
service excludes services that involve the provision of a finished product2; 
and 

(b) the service is integral to the provision of a financial service by the 
institution or the service is provided to the market by the service provider 
in the name of the institution; 

 

“overseas regulated financial institution” means any person who is regulated 

as a financial institution outside Singapore, other than a financial institution 

which is approved, authorised, designated, recognised, registered, licensed or 

otherwise regulated by the Authority;  

 

 “service provider” means any party which provides a service to the institution, 

including any entity within the institution’s group3, whether it is located in 

Singapore or elsewhere;  

 

“sub-contracting” means an arrangement where a service provider which has 

an outsourcing arrangement with an institution, further outsources the 

services or part of the services covered under the outsourcing arrangement to 

another service provider; 

 

“supervisory authority” means the supervisory authority which is responsible, 

under the laws of the country or territory where the overseas regulated 

financial institution is located, for supervising the overseas regulated financial 

institution. 

2.2 The expressions used in this Notice shall, except where expressly defined in 

this Notice or where the context otherwise requires, have the same respective 

meanings as in the Act4. 

  

                                                
2
 This refers to products such as insurance policies.  

3
 This refers to the institution’s Head Office or parent institution, subsidiaries, affiliates, and any entity (including 
their subsidiaries, affiliates and special purpose entities) that the institution exerts control over or that exerts 
control over the institution. 

4
 The Act refers to the respective Acts under which the Notice will be issued, e.g. for banks, this would refer to 
the Banking Act. 
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3. MANAGEMENT OF MATERIAL OUTSOURCING 

ARRANGEMENTS 

3.1 An institution shall manage all its material outsourcing arrangements 

prudently. When managing such material outsourcing arrangements, the institution 

shall, at the minimum:  

(a) establish proper policies and processes to identify all material outsourcing 
arrangements; 

(b) put in place an adequate risk management framework, systems, policies 
and processes to assess, control and monitor its material outsourcing 
arrangements. These include establishing proper approving authorities 
and limits5 for material outsourcing arrangements;  

(c) ensure that the laws, rules, regulations, notices and directives applicable 
to the institution continue to be complied with notwithstanding its material 
outsourcing arrangements; and 

(d) maintain a central register of all material outsourcing arrangements.   

3.2 An institution shall maintain adequate documentation of the steps taken in 

complying with paragraph 3.1 and furnish such documentation to MAS upon request.  

4. ASSESSMENT OF SERVICE PROVIDERS 

4.1 In considering, renegotiating or renewing any material outsourcing 

arrangement, an institution shall subject the service provider to appropriate due 

diligence processes to assess the risks associated with the outsourcing arrangement. 

These include assessing the service provider’s: 

(a) corporate governance, risk management, security and internal controls 

(including information technology controls), audit, and compliance with 

applicable laws and regulations; 

(b) capability to employ a high standard of care in the performance of the 

outsourcing arrangement as if the outsourcing arrangement were being  

conducted by the institution to meet its obligation as a regulated entity;  

(c) financial strength and resources; and  

(d)  ability to safeguard the confidentiality, integrity and availability of 

information entrusted to it.   

                                                
5
 This includes limits on the nature, value and extent of the material outsourcing arrangements. 
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4.2 An institution shall document and re-perform, at least on annual basis, the due 

diligence undertaken during the assessment process as set out in paragraph 4.1, as 

part of the monitoring and control processes of its outsourcing arrangements. 

5. ACCESS TO INFORMATION 

5.1 An institution shall include in all its outsourcing agreements provisions that:  

(a) allow the institution to conduct audits on the service provider and its sub-

contractors, whether by its internal or external auditors, or by agents 

appointed by the institution; and to obtain copies of any report and finding 

made on the service provider and its sub-contractors, whether produced 

by the service provider’s and its sub-contractors’ internal or external 

auditors, or by agents appointed by the service provider and its sub-

contractors, in relation to the outsourcing arrangement and to allow such 

copies of any report or finding to be submitted to the Authority;  

(b) allow the Authority, or any agent appointed by the Authority, where 

necessary or expedient,  to exercise the contractual rights of the institution 

to access and inspect the service provider and its sub-contractors, and the 

institution, to obtain records and documents of transactions, and 

information of the institution given to, stored at or processed by the service 

provider and its sub-contractors, and the right to access and obtain any 

report and finding made on the service provider and its sub-contractors, 

whether produced by the service provider’s and its sub-contractors’ 

internal or external auditors, or by agents appointed by the service 

provider,  in relation to the outsourcing arrangement; and 

(c) indemnify and hold the Authority, its officers, agents and employees 

harmless from any liability, loss or damage to the service provider and its 

sub-contractors arising out of any action taken to access and inspect the 

service provider or its sub-contractors pursuant to the outsourcing 

agreement. 

6. PROTECTION OF CUSTOMER DATA 

6.1 In all outsourcing arrangements involving the disclosure of customer 

information to the service provider, an institution shall include provisions to require 

the service provider to protect the confidentiality of customer information.  
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6.2 An institution shall require the service provider to isolate and clearly identify 

the institution’s customer information, documents, records, and assets to protect the 

confidentiality of the information. 

6.3 An institution shall engage service providers that operate in jurisdictions which 

generally uphold confidentiality provisions and agreements. Where customer 

information is to be disclosed, an institution 6  required by any law or regulation 

administered by the Authority to protect or not to disclose such customer information, 

shall obtain appropriate legal advice in respect of the overseas jurisdiction where the 

outsourcing arrangement is to be performed. The legal advice shall in particular 

highlight the circumstances under which the customer information may be required 

by law to be disclosed by the service provider notwithstanding any obligation of 

confidentiality assumed by the service provider. An institution shall regularly update 

its legal advice and inform its customers of the circumstances under which customer 

information might be so disclosed.  

6.4 An institution shall only disclose customer information to the service provider 

to the extent the service provider strictly needs to have the information in order to 

perform its duties, and ensure that the amount of information disclosed is 

proportionate to the needs of the situation. 

6.5 An institution shall notify the service provider in writing of the institution's 

obligations of confidentiality under laws applicable to the institution and under the 

common law.   

6.6 An institution required by any law or regulation administered by the Authority 

to  protect or not to disclose customer information shall also include into its 

outsourcing agreements confidentiality provisions which address the following 

matters:  

(a) access to information by the employees of the service provider and its 

sub-contractors shall be limited to those who strictly need to have the 

information in order to perform their duties. 

(b) the service provider, its sub-contractors and their employees shall be 

restricted from further disclosing the information to any other party unless 

required to do so by law;  

                                                
6

 This refers to the following institutions: banks, merchant banks, approved clearing houses, approved 

exchanges, recognised clearing houses incorporated in Singapore, licensed trade repositories and licensed 
trust companies. 
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(c) if the service provider, its sub-contractors and their employees are 

required by law to disclose the information, they shall notify the institution 

as soon as practicable prior to disclosure; and 

(d) any information disclosed shall be used by the institution strictly for the 

purpose for which it was disclosed. 

7. AUDIT 

7.1 An institution shall ensure that independent audits and/or expert assessments 

of all its material outsourcing arrangements are conducted. In determining the 

frequency of audit and expert assessment, the institution shall consider the nature 

and extent of risk and impact to itself from the outsourcing arrangements. The period 

between audits shall not exceed 3 years. The scope of the audits and expert 

assessments shall include an assessment of the service providers’ and its sub-

contractors’ security7 and control environment, incident management process (for 

material breaches, service disruptions or other material issues) and the institution’s 

observance of MAS’ Guidelines on Outsourcing and compliance with this Notice in 

relation to the outsourcing arrangement. The institution shall submit a copy of the 

reports to Authority for information. 

8. TERMINATION AND EXIT OF OUTSOURCING 

8.1 An institution shall include in all its outsourcing agreements a right to 

terminate the outsourcing agreement in the event that: 

(a) the service provider undergoes a change in ownership, becomes insolvent, 

goes into liquidation, receivership or judicial management; 

(b) there has been a breach of confidentiality by the service provider or its 

sub-contractors that affect the institution or the institution’s customers;  

(c) there has been a deterioration in the ability of the service provider to 

perform the service as contracted; 

(d) the institution is prevented from conducting any audits or obtaining any 

report and finding made on the service provider;  

                                                
7
 The security environment refers to both the physical and IT security environments. 



CONSULTATION PAPER ON NOTICE ON OUTSOURCING                                                                           SEP 2014                                                                                                                                                                                                              
                                                                                                                                                                                                                            

 

8 
 

(e) the institution is prevented from assessing the service provider’s 

compliance with the outsourcing agreement; or  

(f) the institution is directed by the Authority to terminate the outsourcing 

arrangement as the service provider has failed to comply with all 

applicable laws and regulations. 

8.2 If any of the events in paragraph 8.1(a) to 8(e) occurs for material outsourcing 

arrangements, an institution shall: 

(a) notify the Authority of the event as soon as possible; 

(b) consider whether to terminate the outsourcing agreement; and 

(c) terminate the outsourcing agreement in accordance with its terms, if so 

directed by the Authority in writing. 

8.3 An institution shall have in place contingency measures to minimise disruption 

of its operations should any such outsourcing agreement be terminated. 

8.4 Upon the termination of an outsourcing agreement, an institution shall ensure 

that all documents, records of transactions and information previously given to the 

service provider are removed from the possession of the service provider or deleted, 

destroyed or rendered unusable.  

9. OUTSOURCING TO OVERSEAS REGULATED FINANCIAL 

INSTITUTIONS  

9.1 Where the service provider is an overseas regulated financial institution, an 

institution required by any law or regulation administered by the Authority to protect 

or not to disclose customer information shall give the Authority a written confirmation 

by the supervisory authority of the service provider to the effect that: 

(a) the Authority and any independent auditors appointed by the Authority shall 

be allowed access by the supervisory authority to the institution's 

documents, records of transactions, information previously given to, stored 

or processed by the service provider; 

(b) the institution and any auditor appointed by the institution shall not be 

inhibited from inspecting the control environment within the service provider 
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insofar as it relates to the institution's data that is processed by the service 

provider, or from reporting any findings to the Authority; 

(c) in the case where the supervisory authority is a host supervisor of the 

overseas regulated financial institution, it shall not access any customer 

information of the Singapore office that is in the possession of the overseas 

regulated financial institution (“the Information”);  

(d) in the case where the supervisory authority is the home supervisor of the 

overseas regulated financial institution: 

(i) it shall not access the Information unless access to the Information 

is required for the sole purpose of carrying out its supervisory 

functions;  

(ii) it shall give the Authority prior written notification whenever it 

accesses the Information; and 

(e) it is prohibited under its laws from disclosing the Information to any other 

person, or it undertakes to safeguard the confidentiality of the Information 

and not disclose the Information to any other person. 

10. EFFECTIVE DATE 

10.1 Subject to paragraph 10.2, this Notice shall take effect from xx (“the Effective 

Date”) [i.e. 6 months after the issuance of the Notice].    

10.2  An institution shall comply with paragraphs 5, 6.1, 6.6 and 8.1 in respect of all 

outsourcing agreements entered into or renewed on or after the Effective Date. 
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Annex 1 

This Notice shall not apply to the list of institution classes stated below:- 

(a) Any person exempt from the requirement to hold a capital markets services 

licence to carry on business in fund management under sub-paragraphs 

5(1)(a), (b), (c), (f), (h) and (i) of the Second Schedule to the Securities and 

Futures (Licensing and Conduct of Business) Regulation. 

(b) Any person exempt from the requirement to hold a trust business licence in 
respect of the carrying on of trust business under section 15(1)(d) of the Trust 
Companies Act and regulation 4(1) of the Trust Companies (Exemption) 
Regulations. 
 

(c) Any person exempt from the requirement to hold a capital markets services 

licence to carry on business in advising on corporate finance under paragraph 

7(1)(b) of the Second Schedule to the Securities and Futures (Licensing and 

Conduct of Business) Regulations. 

(d) Any person exempt from the requirement to hold a financial adviser’s license 

under regulation 27(1)(d) of the Financial Adviser’s Regulations. 

(e) Any captive insurer as defined in section 1A of the Insurance Act (Cap. 142). 

(f) Any marine mutual insurer as defined in section 1A of the Insurance Act.  

(g) Any foreign insurer carrying on insurance business under a foreign insurer 

scheme as defined in section 1A of the Insurance Act.  

(h) Any authorised reinsurer as defined in section 1A of the Insurance Act.  

(i) Any recognised market operator as defined in section 2 of the Securities and 

Futures Act (Cap. 289) which is incorporated overseas. 

(j) Any recognised clearing house as defined in section 2 of the Securities and 
Futures Act which is incorporated overseas. 
 

(k) Any licensed foreign trade repository as defined in section 2 of the Securities 
and Futures Act.    
 

(l) Any approved holding company as defined in section 2 of the Securities and 
Futures Act. 
 

(m) Any trustee-manager of a business trust that is registered under the Business 

Trusts Act (Cap. 31A). 

 


